




Executive Summary

Your AZURE environment is in good standing with a compliance score of 80.0%. Out of 17
controls evaluated, 4 passed and 1 failed. Immediate action is required on 0 critical issues.

Top Priority Actions

1. Enable continuous compliance monitoring

2. Document your security policies and procedures

3. Set up automated alerting for security events

4. Schedule quarterly access reviews
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CMMC Level 1 Critical Findings
These issues must be resolved before your audit. Each failure represents a significant compliance gap.

[PASS] No critical issues found - excellent work!
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Evidence Collection Guide
C3PAO assessor requires evidence for ALL CMMC Level 1 practices:

Failed Controls - Fix Then Screenshot (1 total)

1. IA.L1-3.5.1 - Security Control
Console: https://portal.azure.com/#blade/Microsoft_AAD_IAM/UsersManagementMenuBlade/AllUsers

- Azure Portal -> Azure AD -> Users -> Screenshot user list
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Passed Controls - Collect Evidence (4 total)
These controls passed automated checks. You still need screenshots for audit evidence.

1. AC.L1-3.1.1 - Security Control
Console: https://portal.azure.com/#blade/Microsoft_Azure_Billing/SubscriptionsBlade

- Azure Portal -> Subscriptions -> IAM -> Screenshot showing role assignments

2. AC.L1-3.1.2 - Security Control
Console: https://portal.azure.com/#blade/Microsoft_Azure_Billing/SubscriptionsBlade

- Azure Portal -> Subscriptions -> IAM -> Screenshot role assignments

3. SC.L1-3.13.1 - Security Control
Console: https://portal.azure.com/#blade/HubsExtension/BrowseResource/resourceType/Microsoft.Network%2FnetworkSecurityGroups

- Azure Portal -> NSGs -> Screenshot monitoring controls

4. SC.L1-3.13.16 - Security Control
Console: https://portal.azure.com/#blade/HubsExtension/BrowseResource/resourceType/Microsoft.Storage%2FStorageAccounts

- Azure Portal -> Storage -> Screenshot encryption status
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Manual Documentation Required (12 total)
These controls require manual documentation or policy evidence that cannot be automated.

1. [INFO] IA.L1-3.5.2 - Security Control
Documentation Required: MANUAL: Verify Azure AD MFA is enabled for all users via Conditional Access

- Azure Portal -> Azure AD -> Security -> MFA -> Screenshot MFA status | Conditional Access -> Screenshot MFA
policies

Console: https://portal.azure.com/#blade/Microsoft_AAD_IAM/MultifactorAuthenticationMenuBlade/GettingStarted

2. [INFO] MP.L1-3.8.3 - Security Control
Documentation Required: MANUAL: Document media sanitization procedures for Azure Storage and
compute resources

- Documentation -> Screenshot sanitization procedures | Azure Storage -> Lifecycle -> Screenshot
Console: https://portal.azure.com/#blade/HubsExtension/BrowseResource/resourceType/Microsoft.Storage%2FStorageAccounts

3. [INFO] PE.L1-3.10.1 - Security Control
Documentation Required: Azure inherited: Microsoft data centers limit physical access (documented in
SOC 2)

- Azure Trust Center -> Compliance -> Screenshot physical security documentation
Console: https://servicetrust.microsoft.com/

4. [INFO] PE.L1-3.10.2 - Security Control
Documentation Required: Azure inherited: Microsoft data centers have physical protection

- Azure Trust Center -> Screenshot physical protection controls
Console: https://servicetrust.microsoft.com/

5. [INFO] PE.L1-3.10.3 - Security Control
Documentation Required: Azure inherited: Microsoft data centers escort all visitors

- Azure Trust Center -> Screenshot visitor procedures
Console: https://servicetrust.microsoft.com/

6. [INFO] PE.L1-3.10.4 - Security Control
Documentation Required: Azure inherited: Microsoft maintains physical access logs

- Azure Trust Center -> Screenshot access logging
Console: https://servicetrust.microsoft.com/

7. [INFO] PE.L1-3.10.5 - Security Control
Documentation Required: Azure inherited: Microsoft controls physical access devices

- Azure Trust Center -> Screenshot device controls
Console: https://servicetrust.microsoft.com/
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8. [INFO] PE.L1-3.10.6 - Security Control
Documentation Required: Azure inherited: Microsoft enforces physical safeguards

- Azure Trust Center -> Screenshot safeguarding controls
Console: https://servicetrust.microsoft.com/

9. [INFO] SC.L1-3.13.5 - Security Control
Documentation Required: MANUAL: Verify Azure VNet subnets separate public and private systems

- Azure Portal -> Virtual networks -> Subnets -> Screenshot subnet separation
Console: https://portal.azure.com/#blade/HubsExtension/BrowseResource/resourceType/Microsoft.Network%2FvirtualNetworks

10. [INFO] SI.L1-3.14.1 - Security Control
Documentation Required: MANUAL: Verify Azure Update Management identifies system flaws

- Azure Portal -> Update Management -> Screenshot compliance | Defender -> Screenshot vulnerabilities
Console: https://portal.azure.com/#blade/Microsoft_Azure_Automation/AutomationMenuBlade/updateManagement

11. [INFO] SI.L1-3.14.2 - Security Control
Documentation Required: MANUAL: Verify malicious code protection via Defender for Cloud

- Azure Portal -> Defender for Cloud -> Screenshot malware protection
Console: https://portal.azure.com/#blade/Microsoft_Azure_Security/SecurityMenuBlade/0

12. [INFO] SI.L1-3.14.4 - Security Control
Documentation Required: MANUAL: Verify automatic updates for malicious code protection

- Azure Portal -> Defender -> Settings -> Screenshot automatic updates
Console: https://portal.azure.com/#blade/Microsoft_Azure_Security/SecurityMenuBlade/0
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CMMC Level 1 Evidence Checklist
Check off each item as you collect evidence for your audit

[ ] Access Control Policy (AC.L1-3.1.1 - 3.1.2)

[ ] Identification and Authentication (IA.L1-3.5.1 - 3.5.2)

[ ] Media Protection (MP.L1-3.8.3)

[ ] Physical Protection (PE.L1-3.10.1 - 3.10.5)

[ ] Personnel Security (PS.L1-3.9.1 - 3.9.2)

[ ] System and Communications Protection (SC.L1-3.13.1 - 3.13.16)

[ ] System and Information Integrity (SI.L1-3.14.1 - 3.14.5)

For CMMC Level 2 (CUI Protection - 110 additional practices):
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